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% Bh i kA% Dark Side $1 REBKEE
SERZMRER °

— » EBIFKEREK R IR

AT » BB RN B L B CI A 3F
BREL - XEBHAER (FBI)
REZZE2FE (NSA) ~ AL RERKE
%z 2 [F (Cybersecurity and Infrastructure
Security Agency, CISA) B[ RIRIF (R &
/& (Environmental Protection Agency,
EPA) 722021 £ 10 AR KB A AE -
B RRERE A HERAKES

JKZ 4 (Water and Wastewater Systems,
WWs) REEMIKE 722021 FEXE
DA 3RIBEMN » BE WWS ZHE K
MNERAEELRSRERE - KERELFR
FKEKEIRIZKZEEN °

XRE SRS Cl KERFEER
HEFEI SRR 2IE5|  EE WWS FEiE
BERSES/NOEEAE  NREET
ARMENAKE R EHLERREA
TEHEHIEXRL RBEHAME - FREEIT
£d OT 4918 + BFEE: ¥ SCDA® #2558

5500

29

267

100 Million
50 Million

Pipeline miles
Refinery Connections
Customer Terminals
Daily gallons delivered
People served

WANTED

REWARD OF UP TO

amct
$10,000,000.00 usp

FOR INFORMATION LEADING TO THE LOCATION, ARREST, AND/OR
TO TES OF THE

v i
DarkSide Ransomware
As a Service Group

SUBMIT TIPS VIA TELEPHONE OR THE FBI WEBSITE BELOW

Follow-on contacts to be established through
WhatsApp, Telegram, Signal, or other platform
of reporting party’s choosing
1-800-CALL-FBI
(1-800-225-5324 )

https://tips.fbi.gov

Colonial Pipeline /&< RREEHANEEHER - BREK
Bi%  BEZARRFMEEEEEREL R REXE
S 45% ROARILRE -

EFEBESRAE 01 E11 BREEE1 TEE
TCES - BMERMREL Dak Side $IRFHEER
BERAMZ S E « (Photo Credit: Official
FBI Twitter, https://twitter.com/FBl/status/14563449122
245222417=20 )

* IT % Information Technology ( E &M 3&ili ) ~OT % Operational Technology ( £53Z 41l ) ~SCDA % Supervisory Control and Data Acquisition ( &

REHRE R AL ) -
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IT/0T CONVERGENCE E 0T SYSTEMS
Impiementing cyber hygiene and best practices ‘Properly seg) 8 IT/0T sy -and i System owners should ensure that OT systems that

that no part of OT systems connect mreetlj to me
internet, can greaﬂy reduce the possibility of a
successful attack upon IWSCADA syﬁalm that

within IT networks can protect wastewater
managementmmmm cyber attacks such as
ransomware and data theft, and reduce t’ne risk of

help wastewater systems control valves and pumps
“and monitoring are properly protected through
patching and proper nmwotk mapping. Human ‘

lateral within systems or pport the manage machine interf: sh which
typically control OT systems, should hea priority for
-SECUring. |

RESOURCES

AVAILABLE RESOURCES INCLUDE: CIS4’s Cyber Resource Hub pn 3 1a ee, imm ilable cybersecurity 'z Cyber Essentials Toolkit

Ip. Securing Networking Devic t ing vorks. Stopransomware.gov contal
idustrial Control Sy stems Joint Wnrklng Group (iCS JWG}
cybersecurity asse

sector In Implementing

EEE A ClKEREFIRILIHEBRAEIIZL IG5 o ( Source: CISA, https:/www.cisa.govincf-water )

'ﬁ B 2 i / HERE 2016 7 A - BONEDAEER
I
B AREp gy, ESREERAAAT AR

- A o ean A O 4835 www.nomoreransom.org * B &I
RECAREMAER RURLSO b 4y wEmzmmsMamA - 252
pRansomware.gov #guk » BR T BB RN

BN AEE « AR B B
%iﬁiﬂggﬁiimﬁﬁ;%zﬁ&- B » UBEIRAUEE 10 LATES) R
EIfER R R 2 1E R BT smmmTa parRERY RGeS
451 A (E B R BT R LR -

BEE R -
73 HBuE IR IR A B R ARES ?DT‘%’%‘* R R
AL BhaTE ~ BRI KB B HE A
ALXEERBEAMEBRZERRE -

P HBAEEEIE 1 55255 (Vulnerability Scanning ) EBIEZER NS AHTRE - 2 HERERENFM (Web Application
Scanning ) : BB HEEE AIREFIFE 2RISR BELE - 3. S99 E BT (Phishing Campaign Assessment) : 57{H8 TSRERT
HEBETHMG (EMEEEA) ZasEtt S FenER T2 E 0 - 4 HiF25E 05 (Remote Penetration Testing ) - MM {7545
o BEEFEAGHERREE N - 5. (EREETE TR (Cyber Security Evaluation Tool, CSET) ' BEUEZMEREL - EBEREAERT
A - DUBRAERA S Renpl ik BB 2 B peh -

No.37 JAN. 2022 63



~ WHATIS
RANSOMWARE?

LEARN MOME

HAVE YOU
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NO MORE RANSOM

2016 FEON A EFERMENERES
HEIHAERBEERI A OB IS www.no-
moreransom.org * B EIE A 40 £/,
IEHERIN » 2R ALEI8 10 fREE
DRFENLERETH  HERY
MENFREREZ EEERAT - (Source:
NO MORE RANSOM, https://www nomore-
ransom_.org/zht_Hant/index html )
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( Source: CISA, hitps:/lwww.cisa.gov/stopran-
somware )

SERE

MFHE RS [ k= EHIRFEST

i
FEfTE -

2 B A A R A o

AR SRS IER
gﬁ R HARE
!

o,

F REERTIBREEZE TR
BHRUBRB EEEE - LHRRY
AR BB » flaNSR) AT B E F 54
AEEERBERS  ORTRARANAR
EERRETEHZ M -

RRERRK - RIS AT LUEILE &R
SRESBNERZENHRKEBAOR
uh » Blanfh e Bl'E 5 48k StopRansom-
ware.gov ; [ERFRFAENBRBIBREIE  LLE
BREENFENARZE -



