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Administration of Barack Obama, 2015

Executive Order 13691 —Fromoting Private Sector Cybersecurity Information
Sharing

FPelirianry 13, 2015

By the suthority vested in me as President by the Constitution and the laws of the United
States of America, it is hereby ordered os follows:

Section 1. Policy. In order to address cyber threats to public health and safety, national
security, ind economic security of the United States, private companies, nonprofit
organizations, excenthve departments and sgencies {agencles), and other entities must be able
o share information related te cybemoeurity risks and incidents and collsborate 1o respond in
as eloge to real tioe as possibile,

Organizations engaged n the sharing of infermation related to cybersecurity rsks and
incidents play an iwu»Juublc ml\- in the colloctive l:vbmmmqr of the United States, The
purpose: of this ol i 0 encourige the voluntary foration of ch orgnizations, t extabioh

Im the & ane fir m:u.mn of these arganizations, and to
better allow these onganizations to partner with the Foderal Government on o valuntary hasis.

Such information sharing must be conducted in s manner that protects the privacy and
civil liberties of individuals, that preserves business confidentiality, that sufeguards the
imformation being shared, and that protects the ahility of the Government to detect,
mvestigate, prevent, a el b eyber threats to the publio health wnd safity, national
security, wnd seonomi of the United States.

“This order builds upon the foundation established by Execative Order 13636 of February

12, 2013 (Improving Critical Infmsmv:tu.'\-(.‘vbcrsecuntv] and Presidential Po]wy Diirective-
21 (PPD-21) of February 12, 2013 {Critical § Seeurity and Resil

Puliey conrdination, guidanee, dispute resslution, and perlodic in-progress reviews for the
functions and programs deseribed and assigned herein shall be provided through the
interugeney process established in Presidential Policy Directive-1 (PPD-1) of Pebrusry 13,
2008 [Crganization of the National Security Council System), or any specessor.

Sec. 2. Information Sharing and Analysis Oagwml!ons (a) The Secretary of Homeland

FERRRBEBR 201542 8 13 BEESE 13691 T BHS b syl e TR S

Sharing unel Analysis Organizatio

—r {Eﬁﬁ\ % % Fq ﬁﬂ Eg E%%ﬁ% $ AR % Sﬁ%ﬁ ISAO %ﬂ é,xﬂu,\'\: 3 (b} TSACH may be onganized on the basis of seetor, sub-sector, region, or any other

affinity, including in response (o particolar emernging threats or vulnerabilities. [SAQ

{Eﬁ /j"_\\ %_L EB F'ﬁ ;Z ﬁgﬁ E ;{?r Eﬂ] ﬂﬁ J%. E iy ;ﬁ‘i\ '|% ﬁ ;ﬂ& 3 o ( Source: US. membership may be drawan from the pulilic or privite sectors, or consist of & combination of

public and private sector organizations. 1SA0s may be formed as for-prodit or nongrofit

Government Publishing Office, https://www govinfo_gov/content/pkg/DCPD- L “““J e mw L

201500098/pdf/DCPD-201500098 pdf ) m]‘l‘xﬂjmd s 2 22601 ¢ m H el Hmumy.-n“druz‘t;u:i‘tg: et g.'?.ﬁ'. B
8P reluted to oy ',ns:lurmrl ncidents, addressing such mf:naln: d:R
and g rity systems with sections 212 and 226 of the Act.
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ZEAHTHL (National Information Shar-
ing and Analysis Center, N-ISAC) " {E& s

BB IR
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1A IR IRl

TAXII

MR TVEE R AR » B STIX ( Structured
Threat Information eXpression) #& z{ &4
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STIX X2 —EHF A FRBARE
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Package STIX_Header H Title

| (imsmms)

Incidents H Incident

h

Exploit Targets |— Exploit Target |— Vulnerability |— Affected Software |— Affected Software |- Observable |— Description |
1 e | (mEms) [REyal
(B E/BEER]
Time | Incident Discovery | [SRF§M ]
[ AU ZS LA/ ¢ i ) Incident Reported | [ 53K ]
[ Categories || cCategory | [W#HEE) Incident Closed | [ BR3RISM)

STIX & B —(EE 45 4

—| Reporter H Identity |—| Name | [E37nE{I]
—{ Impact_Assessment H Impact_Qualifiation | [FEER]

ﬁ Leveraged_TTPs H Leveraged_TTP H TTP |—| Description | (€373 20D
- COATaken | Course Of Action |~ Description | [RaiEi/MRRMIE]

-{ Related_Incidents H Related Incident H Incident @id |

—1 Information_Source H References | [2=7#] : [RiFE&RSE ]

[RiRRR )

 Related_Observables | — Related Observable |— Observable |—  Object |_|

L| Properties ArtifactObj | [Bi¢E]
Source_Socket_Address 1P_Address H Address_Value | [HiRIP]
Port H Port_Value | [ RiRE]

Destination_Socket_Address IP_Address H Address_Value | [BfFIP]
Port H Port_Value I [BiEEg]

Property H Value | [RHWS5I1E] [BHRE])
[FHER]

—1 Confidence H Value | [(REBEE]

—{ Contact H Identity |—| Specification |-| [ BiEEHRE )

PartyName H OrganisationNames H NameElement H Value l

ContactNumbers H ContactNumber H ContactNumberElement H Value |

ElectronicAddressidentifiers l—-l ElectronicAddressldentifier I-—| Value |

FEE v ARORE  BE SN EERECRBERESEN  ERIREEEN

BESEAMEAN  BRSIXBFERNRE - (BEHNRE: TREBRREBELZE® - hitps/nicst ey.gov.tw/
Page/TCBD7ETID558DA7C/T4feb851-7f16-4e72-925e-3a041d898ce3 )

o4 EREAT



STIX BERRT @M 4k REHIBEEE
1THE - BIE - 2F8E217 - BRIXEE
TLRE2HETHEBLEWAZE (Office
of Cybersecurity and Communications ) »
B R4 s e 2 M@ 2 & H 0 (National
Cybersecurity and Communications
Integration Center) REB B R EE
/N#E (US-CERT) BERALEBETEE
AE o STIX RiED R 12 KIEH " - HiEHE
AEHEE < B A BB BB - TRER

( Context-Sensitive )

— ~ TAXII

TAXI E—EHE B B ER IR G
H - HIhaERREEB A EB A EIRE
HEIBEE  HpeREBSRKER A
BEREBEREREBESNRESET  WESH
¥ TheE © -

=+ CybOX

CybOX & — AR (LM 75 )% (sche-
ma) * ALGRIENEESREREENSE
{LFEE @ WAFTE A LI SIS A A RIE
FEAZINEEARAR  TTRSRERME -
CybOX ZIBH LM ETRE » -

W s spmein /
BESFRBERBAMI R TEL:

— FH¥IELE! (Peer-to-Peer)

1. H—EtEPcgEH A HEE
EHRDFEM -

2. BERB/INHENERELINEE
B&) (Small/Asymmetrical Trust) -

3. pERARE 2 -

jm

— - #h#RAY (Hub-and-Spoke )

1. a8 TaheeN RS, SANREEX M
X~ TR EMFEF 2 ISAC FRZ#E - Bl
EU— @A EEEE (KA ) P
A @k T#L , (HUB) & EHREH
D FEEZ HUB IEEAE ~ MEAE
MEREBEBESZNERER  BH
B HUBMFRMAAI T 188 L 2 " 885

(spoke) M4 HUB A EAE 1 -

2. nERAEE3 -

3. ZHEN-ISACERA#ERABEEND ZER -
fER BB B

=~ BB (Hybrid)

U e BEEEWEER (Observables) ~ BEEZ BT (Indicator) ~ BT EE B4 (Incident) -~ BREEFE ( Tactics,
Techniques, and Procedures, TTP ) ~ ELEEEE) (Campaign) ~ ELEEE (Threat Actors) ~ L EFEE (Exploit Target) ~ H%
B FREETE (Course of Action ) ~ BEEEERE (Reports) - EZBIRIAER ( Security Advisories and Alerts ) - E7T#85| ( Operational

Practices ) Fi5325#H ( Vulnerabilities ) %5 -

" IRFEIhEEE S ¢ EWRFS (Inbox Service) ~ WHURFS (Poll Service) ~ IFZEARFF ( Discovery Service ) & z] B EHIRFS ( Collection

Management Service ) & ©

¥ B8 EE TR ( Threat assessment and characterization) - B ENFLIHIL ( Malware characterization) -~ #R{EZ{+EE ( Operational
event management ) ~ 2 E I FHEE /L6 ( Security information and event management / Logging ) ~ ## B (5 R A0 ( Cyber
situational awareness ) ~ SB{FIEE (Incident response ) -~ $EIEHE (Indicator sharing ) B B{iri&#l ( Digital forensics ) 2 =
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28 -
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(2) HEAERTZEWE? (3) 2R
AR (Available) ~ ATLUE#EFNE A
(Applicable ) -

4. ENHRE - BEREERS (BRKER
(hop) WO IP fitlk ) ~ BEREX (BE
BREEAMMERE (HASH) ) HEZR
BEEH % -
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NELZERZEEH 3. RIEHIAR BRI

& (Access Control ) FUFEIE -

Y A ZEEETHETEN TTPs WEA - TTPs —EHEAN + BLUSARBITAMNTFE « KfFIER ( Tactics, Techniques, and
Procedures * EIE WAL A - BETM - REoHH - FATR - BHREME - FFEEESF)  UARNERR LA AETSERRIE
PR R AR - SRR ST VB R REZ P EL (Fractal Defense) + ZRETAIRT - DRERMEZ ELERRALL TTREN ) AN
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No.37 JAN. 2022 57



